
STAYING SAFE ONLINE: LESSON RESOURCES FOR 
SAFER INTERNET DAY 2018
Each year, the UK Safer Internet Centre hosts Safer Internet Day which promotes 
responsible use of the internet and technology, especially among children and young 
people. 
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A GENERAL OVERVIEW 
As technology use becomes more prevalent amongst younger people, e-safety 
information in schools becomes more and more important. Last year the Safer 
Internet Day campaign reached 3 million UK children across 1117 schools. This 
year aims to be bigger and better than ever and promoting this day across 
schools has never been more important.  

Sharing key resources from the event organisers can help get headteachers on 
board and empowering the students to be aware of the issues surrounding 
technology, as well as how useful it can be, is all part of the reason that e-safety 
education is so important within schools. 

LESSON PLANS, HINTS AND TIPS 
There are plenty of ways to include the Safer Internet Day activities within your 
school but talking to students during a targeted lesson can really help to 
highlight the importance of online safety.  

Within this document, we have highlighted some useful lesson plans that you 
can use and adapt to deliver the message to your students.  

https://www.saferinternet.org.uk/blog/4-ways-schools-can-get-involved-safer-internet-day
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PRIMARY SCHOOL 
LESSON PLAN 

OBJECTIVE:  
To show pupils how easy it is to identify someone 
from his or her personal information.  

OVERVIEW:   
Pupils will learn about personal information sharing 
online, and what should and shouldn’t be shared. 
They will also gain an understanding of how easy it 
is to search for something online, and how much 
information is already available. 

MATERIALS:   
We have created a worksheet guide for you to 
utilise on Page 6 of this resource. You can also 
download a printable version here. 

For this exercise, pupils should be advised not to 
put their name on the paper.  

We estimate this plan 
is sufficient to cover a 

45 minute lesson

http://resources.e4education.co.uk/academy/Internet_safety_primary_school_worksheet.pdf
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Discuss with pupils about the freedom of information 
online (5 minutes)  

Ask them what they would use to discover something online, 
either for their homework or for research. Using a search 
engine, search for a topic they are working on in another 
lesson at the moment and highlight how easy it is to 
discover information about this subject. Display to them the 
thousands or millions of search results that appear.  

Ask the class to individually complete the worksheet 
provided at the back of this resource guide.  
(10 minutes)  

Pupils should work independently on this task and not 
confer with their classmates about the information they 
write. Once they have finished, collect the worksheets back, 
ensuring they are folded in half, so the answers cannot be 
seen.  

LESSON PLAN: 

Split pupils into groups of 3-5 to discuss the information 
they think they should and shouldn’t share online (10 
minutes) 

Ask them to collate a list of the top 5 pieces of information 
they think should be kept private, and then get each group 
to share it with the class. Create a tally or list of the most 
common answers, and write them on the board.  

Select a few of the handouts, and invite pupils to guess 
who the answers are from (10 minutes).  

Ask the class to guess who the worksheet is from, and 
whether it’s easy to guess without the pupils name. Discuss 
with the class what they think would happen if they shared 
this information online, and if they would be happy if 
someone they didn’t know, knew this much about them. 

Wrap up (10 minutes) 

Share advice on keeping personal information safe online. 
Highlight the importance of secure passwords and the types 
of people who can help keep you safe (teachers, parents, 
and anti-bullying charities). Mention that whilst the internet 
can be very helpful with school work, it does need to be 
taken seriously, and to always ask for an adult’s permission 
before going online.  Ensure students know that they can come to you for 

advice, and that you will shred the worksheets with 
their details on to confirm you are keeping their 

information confidential. 
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Give each pupil a numbered piece of paper (so they can identify themselves later) and ask them to write down the 
following information about themselves.   

Make sure they do not write their name on the paper.  

PRIMARY WORKSHEET QUESTIONS

1. What month is your birthday in?  

2. What is your favourite colour?  

3. What city or town do you live in?  

4. What’s your favourite food? 

5. What’s your favourite sports team? 

6. Do you have any brothers or sisters? If yes, how many?  

7. What is your favourite film? 

8.  What is your favourite lesson?  

9. What is your favourite book?  

10. Do you have any pets? If yes, what are their names? 
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SECONDARY 
SCHOOL LESSON 
PLAN 

OBJECTIVE: 
1. Educate students on the process for dealing with 

online abuse and bullying.  

2. Explain how social media profiles can affect 
decisions and prospects made offline, especially 
in relation to future career opportunities and 
overall employability. 

MATERIALS:  

We have created scenarios on the following pages 
as well as discussion points to enable group work 
and topics to debate. There is also a guide to 
‘Managing Social Media’ which may be relevant as a 
follow on to the lesson plan and is available on 
page 10 and 11 of this resource.  

We estimate this plan 
is sufficient to cover a 

50 minute lesson
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Split students into groups of 2-3.  Using the following 
scenarios, discuss whether these are online bullying. (10 
minutes). 

SCENARIO 1.  

You receive a text message that includes a picture of a 
friend, sent from someone else. The image should have 
been private, but is being shared between your classmates.  
 
Should you: 

A. Share the message because you want to be part 
of the group? 

B. Stop sharing the message but not tell anyone 
about you’ve seen it?  

C. Tell your friend? 

D. Mention it to a teacher?  

TASK ONE

SCENARIO 2.  

You have been invited to join a private group on Facebook. 
It includes some of your classmates, and people you don’t 
know, posting rumours and gossip about some of your 
friends. They have added incriminating pictures of some of 
these people, but if the group is private - does it matter?  

Should you:  

A. Report the group to Facebook? 

B. Share the gossip with your friends outside of the group 
who the rumours are referring to?  

C. Add your own gossip – it’s private, no one else can see it 
outside of the group?  

D.  Delete the invite and leave the group to itself? 

Ask students to present their responses to these 
scenarios, and why they think this is the best route of 
action. Discuss responses if appropriate (10 minutes) 

Remember, there may be more than one response - 
listen to the students reasoning for their response 

and guide them where necessary on the appropriate 
action.
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TASK 2 

Ask the students what steps they think employers 
take to look into people before hiring them for a 
job and ask them about the social media profiles 
they currently have (20 minutes)  

Advise the students that employers will request 
references from teachers and previous employers 
but also let them know that more and more 
frequently companies are turning to the internet to 
check out future employees.  

Highlight to them that people will likely run 
background checks online before hiring an 
individual and that this includes looking at any 
search results, images and social media profiles that 
come up.  

Ask students to offer examples of information they 
think would be negative online (ie images of them at 
parties, overly opinionated posts about politics, 
online rants or swearing etc) and explain why and 
how these could be construed as less desirable 
traits for employability.  

Share the resource guide on pages 10 
and 11 to help students manage their 
social media profiles and stay safe 
online.
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MANAGING SOCIAL MEDIA 
Staying safe online is just as important as taking care when you’re out and 
about. You wouldn’t let a stranger wander into your house and start prying 
through your belongings, so don’t let them do the same thing online. Having 
a public profile on social media can mean that people are easily able to earn 
more about you than you may like.  

Below are a few hints and tips to staying safe online as well as details as to 
how to keep your profile private and your information safe.  

Never feel pressured to accept friend requests, especially from people that 
you don’t know. To combat this, restrict your friends list to only people that 
you know in person such as your friends, family, colleagues and 
classmates.  

Reduce who you share your posts with. Setting them to ‘Friends Only’ or 
sharing them on a restricted / private account means only those on your 
friends list or followers can see them. If your posts are set to ‘Public’, this 
means anybody – whether they have a Facebook/Twitter/Instagram profile 
or not – can view your posts. Remember - this could be your parents, your 
teachers or your future employers.  

Don’t post a status, tweet or image in anger or during a situation when your 
emotions are heightened. Messages posted in the heat of the moment 
often lead to people saying something they later regret. When it’s written 
down on a public forum, it is there for anyone to see. Even if you are able 
to delete the message after the event, it can already be too late and may 
be impossible to take back.  
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Think before you share photos online. Posting compromising images of your 
friends, which they would rather remain private, can cause irreparable 
damage if shared on social media. Once a photo has been shared, it can 
then be shared again and again - possibly by people who might not have the 
stringent security and privacy measures you do. If you aren’t in the image, 
always gain permission before sharing online, but if the image would 
embarrass your friends, it’s probably best not to share it at all.  

Remember that sharing certain images online can be classed as harassment 
and, depending on the content, may also be illegal. If you are ever in receipt 
of disturbing content or images, or are being pressured to take photos or 
send messages you are not comfortable with, do not respond to the sender/
request and speak to a trusted adult such as a parent or teacher as soon as 
possible.  

If you are being harassed online - all social media platforms have the option 
to block a user from contacting you or to remove them from your friends list. 
There is also the option to report any abuse directly to the social network, 
should you need to use this.  

AGE RESTRICTIONS 

The following social media platforms require 
users to be a minimum age of 13 before opening 

an account: 

Facebook 
Instagram 
Snapchat 
 Twitter  

Pinterest   
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DID YOU 

KNOW 
THAT…? 

Nearly a third of 
young people in the 

UK were aged  
 6 years old or under 

when they started 
using the internet. 

As part of the Ofsted inspection, 
schools will be inspected on their 

safeguarding and anti-bullying 
policies. Online safety now comes 

under these headings. 

95% of 15 year olds use 
social media before and 

after school.

In 2017, 90% of households in Great Britain 
had internet access which is almost double 

the amount of internet access in 2006. 

Almost half of all 
girls and 40% of 

boys in the UK have 
suffered harassment 

or abuse on social 
media.
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If you require any more help
or advice, please get in 
touch.

VAT NO: 777077487

! ! www.e4education.co.uk03453 191 039   @e4education

IF YOU REQUIRE ANY MORE HELP 
OR ADVICE, PLEASE GET IN TOUCH.

http://www.e4education.co.uk
https://twitter.com/e4education

